Does your Password Security comply and protect your
organisation? See how Authlogics secure Password Security
Management goes above and beyond.

FUNCTIONALITY

Microsoft Azure

AD Guardian
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Spycloud

Password Policy Compliance with NIST SP800-63B

Self-Service Portal with built-in 2nd factor OTP reset

Shared Password detection & protection

Optional Desktop Agent for password change feedback

Automatic Active Directory remediation and alerting

Social media / Public account breach matching

Vendor managed Password Breached Database
(1.1 billion unique entries)

Vendor managed Credential Breached Database
(over 4 billion entries)

Public breach data Web Portal with analytics

Public breach notifications

Active Directory auditing & reporting

Local breached password database deployment option

Password Privacy (hashes do not leave the network)

Desktop software not required

Domain Controllers don't require direct internet access

Web API (Automation & Orchestration)

Local custom blacklist support

Does NOT require AD full directory sync to the cloud
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Does NOT require AD reversible password encryption

Authlogics Password Security Management has been designed to assess existing password related weaknesses, report on the
current threats and risks, automatically remediate the problem and provide ongoing real-time protection and alerting from new
password breaches with the unique PSM benefits:

Detect & Protect Shared Passwords | External & Social Media account breach matching | Public Breach Data Web Portal (analytics
provided) | Public Breach Notifications available | Force MFA with Password Randomisation

* Requires Azure AD with Password Sync and Writeback.
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