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Introduction

This guide provides an overview of the steps required to setup Authlogics Multi-Factor
Authentication in a new environment. For detailed information about a specific feature or
deployment scenario please see the Authlogics Authentication Server Installation and

Configuration Guide.

Considerations
(1) Authlogics Multi-Factor Authentication requires a Windows Server and an Active
Directory domain to be available prior to installation.
(2) A Domain Administrator / Enterprise Administrator account is required to perform

the installation.

(3) Add AD accounts of Authlogics administrators to the Authlogics Administrators AD
security group.

(4) After the installation the server will require a reboot.

(5) Internet access to https://*.authlogics.com is required.

Required information
(1) AD administrator credentials.
2) SMTP Server details: name, port, authentication requirements.

(
(3) The DNS name for the server.
(4) Understanding of which authentication technology to use.
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Installing the Authentication Server

(1) Download the Authentication Server installer from

https://authlogics.com/downloads/ and extract the ZIP.
(2) Run the setup file in the Install folder.

(3) Follow the Installation Wizard instructions to install the product binaries.

ﬂ Authlogics Authentication Server - Install Aware Wizard - x

Installing Authlogics Authentication Server .
The program features you selected are being configured. Authlc-)gu:s

Please wait while the Installation Wizard installs Authlogics
o Authentication Server. This may take several minutes.

Status:
Configuring Windows Server Roles...

<Back Next > Cancel

(4) Follow the Directory Configuration Wizard to setup the AD for use with Authlogics.

() Authlogics Directary Configuration Wizard X
Directory configuration ',
Authlogics Authertication Server s being updated wih the seftings (O

Update Progress...

Operators ACL Done
- Saving Intialise settings... Dane
- Committing settings to the directory .. Dane.
- Creating AD Password Reset OTC storage... Done
- Looking for domains and reaims...
1 Domain found
0 Realms found
- Checking hash database for domain authlogicsdemo.com... Skipped
- Athiogics Schema version: 8

The Authlogies Directory Corfiguration Wizard is complete

(5) Follow the Licence Wizard to configure a licence for Authlogics MFA. If you do not
have a licence key the wizard can request a 30 day evaluation licence for you.

() Authlogics Licence Wizard X

Licence configuration

@
Authlogics Licence Wizard is requesting a licence. sﬂ

Update Progress...

Expiry Date: Never
Days remaining: Uniimited

-Checking licence usage .. 0

- Submitting icence usage... Done.

- Refreshing licence from Cloud... Dore.

- Activating licence... Success

- Saving licence infomition...Done.

- Restarting Authlogics Authertication Server Service. . Done

The Authlogics Licence Wizard is complete.
v

<Back Cancel

(6) Reboot the Server after the Authlogics Management Console loads to complete the
initial setup.
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Configuring the Authentication Server

(1) Launch the Authlogics Management Console, right click “Authlogics MFA” and select
properties.
(2) Configure the SMTP Server settings to be able to deliver alerts and new user emails.

Adding MFA Users

(1) Expand domains and open the domain to add MFA users to.
(2) Click “Add Authlogics User Account” from the actions on the right to start the wizard.
(3) Select all the AD user which must be configured for Authlogics.

() Add MFA User Account Wizard X
Select Active Directory users f
Select Active Directary accourts for use with Authlogics.

Active Directory user accounts inthis It will be configured for use with Authlogics.
To include user accourts from Active Directory Click Add. To remove user accourts from the
list tick the accounts and click Remove.

[ AUTHLOGICSDEMO'Donelle Koe (donelle ko @avthlogicsder|
[ AUTHLOGICSDEMO"Doria Deeimolino (donia.delmolino @authic
(] AUTHLOGICSDEMO'Donn Boop (donna boop @avthlogicsde|
[] AUTHLOGICSDEMO'Doralin Lencayk (doralin lenczyk @authla

Remove

[ Femare |

| <Back | Net> || camcel |

(4) Complete the Wizard.

(5) Select all the users to provision an MFA technology, e.g. PINgrid, PINpass, PINphrase,
then click “PINxxxx Management” to start the wizard.

(6) Configure the technology settings for the selected users:

B PINgrid User Management Wizard X
Directory update @
The user account is being updated with the new PINgrid user information PiN
GRID

Update Progress...

- Provisioning the user account “auberta crisco” . Done.

The PINgrd User Management Wizard is complete

(7) Complete the Wizard.
(8) Double click a user account to open the account properties and add an MFA device:

ame.threats Properties x
Push PlNgid PlNphrase PlNpass
General AD Password Devices Emergency Ovenide
Devices ) Add Device Wizard X
Device: Device Registration =
Manual Device Information ﬂ
Name:
Device Enabled
Select the type of device to add and enter the device irformation
Device ID:
Type
Last used Type:
Last sync D: [ |
Name:  [My Google Andhoid device ]
k] Enabled
Mobile Device Securty <
[ Require Biometric Seed
Cancel | [y ot >

(9) Test the user login using the Self Service Portal via https://localhost:14443/
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Setting up RADIUS

(1) Launch the Authlogics Management Console, right click “Authlogics MFA” and select
properties.

(2) Configure the RADIUS settings on the RADIUS tab as required.

(3) Click the “Open Network Policy Server” and add the local server as a RADIUS client
using the local IP address and a shared secret.

MNew RADIUS Client X

Settings  Advanced
[ Enable this RADIUS clent

Select an existing template:

Name and Address
Friendly name

[locahost

Address (IP or DNS):

[192.168.255.155 || Verty.. |

Shared Secret
Select an existing Shared Secrets template:

[Nore.

To manually type a shared secret, dlick Manual. To automatically generate a shared
secret, click Generate, You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are casesensitive.

(®) Manyal
Shared secret:

O Generate

Authlegics

(4) Start the Authlogics RADIUS test client from: c:\program Files\Authlogics
Authentication Server\ResKit\RadiusClient\Authlogics Radius Client.exe

Enter the local server IP address and shared secret from step 3
Enter the test user account name. Click “GetPINgrid"to show a grid if PINgrid

a.
b.

is being used.

Enter the One Time Passcode and click “Send Request”.

) Authlagics RADIUS Client

Authlogics Athertication Server Details
Name / IP Address [192.168.265.155 |
HTTPS Port (TCP) 14443 B

RADIUS Shared Secret:  |PaS5wird |

RADIUS Request

Account Name: [amehreats ]
One Time Passcode: 125020 Esend Request ;

Authenticating user ame threats - 21/06/2021 15.29:51
Sending RADIUS request to server 192.168.255.155 on UDP port 1812
RADIUS response - ACCESS_ACCEPT

CLASS : D3-FF-05-F6-00-00-01-37-00-01-02-00-CO-A8-FF-SB-00-00-00-00-2D-5B-AE-28|
Authenticator : System.Byte[]

Identfier 245

Header

NasPortType : ASYNC

Valid Tru

Call response completed in 410.3559 ms
Call Complete 21/06/2021 15:29:52

< >

Deviceless OTP

PlNgrid  PiNphrase

[Tl

BRR
BEE

Get PiNgid

oga
(1[5 - I
1« o

Close

e

The RADIUS result is shown.
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Monitoring MFA Usage

Authlogics Server includes a Dashboard to graphically display the state of your MFA
deployment.

Launch the Authlogics Admin portal via https://localhost:14443/admin.

Select System - Dashboards - Multi-Factor Authentication.
The dashboard reflects MFA actions for:

e Authentication Requests

e Authentication Requests By Type
e Users By Authentication Type

e Users By Device

Authentication Requests
Last 30 Days
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Configuring the Windows Desktop Agent

This section assumes a separate workstation test PC is being used which is domain joined.
Authlogics Windows Desktop Agent can be deployed on non-domain joined PCs however,
the Group Policy Objects will need to be applied to these PCs manually.

Configuring the Windows Desktop Agent

Perform these actions on the server:

(1) Download the Windows Desktop Agent installer from
https://authlogics.com/downloads/ and extract the ZIP.
(2) Import the GPO\AuthlogicsWDA.admx file into a new Group Policy object
(3) Configure the following settings (assuming PINgrid):
a. Deviceless OTP Authentication Provider: Enabled, PINgrid
b. Disabled Windows Username and Password logons

g Group Policy Management Editor o &
Fle Action View Help

LI EE TR 4

=] PSNhva.T [SUB-DC.SPAWN. AUTHLOGICSDEMO.COM] Policy _
4 &l Computer Configuration 3 .
4 [ Policies Select an item to view its description. Setting State Comment
1 [ Software Settings [ Offline Logon
» ] Windows Settings [ Security
4 ] Administrative Templates: Policy definitions (ADMX files) rel [ Server Canfiguration
4 [ Authlogics I Timing
» 2] Allow Username and Password logons for non-Authlogics u.. Not configured Mo
» [] Control Panel 2] Deviceless OTP Authentication Provider Not configured No
b [ Network || Disable Multi-Factor Authentication Not configured No
[ Printers 2] Disable Password Security Management Not configured No
] Server 5] Enable Passwordless logons Mot configured Mo
[ Start Menu and Taskbar [&] Enable Password Reset via Email Not configured Mo
b :‘ System [£] Enable Password Reset via SMS Not configured No
> [Z] Windows Components i2] Enable Send me a Token Not configured Mo
_ [l AllSettings 2] Active Directory Account Expiry Notice Not configured Mo
. é ‘Ele':gi:;j:ﬁon (] Actve Directory Passuors Bxpiry Notice Not configured Mo
» (9 Polidies 2] Use legacy version 3x Authlogics Authentication Servers Net configured Ne
» [ Preferences
< > | Bxtended / Standard

11 setting(s)

(4) Apply the GPO to an OU containing the workstation computer account.
Perform these actions on the workstation:

(1) Ensure the GPO settings are applied to the PC by running GpuPDATE /FORCE
(2) Install the Agent from the install folder.
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(3) Log off and log on with MFA

Ame Threats
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Configuring passwordless Windows logons
(1) On the server enable the Authlogics Password Vault:

Authlogics PSM & MFA Properties X
PINgrid Policy PINgrid Options PiNphrase PINpass
Authenticator App Certificates Seff Service Portal
Web Management Potal ~ SMTP Delvery ~ SMS Delivery  Licence
General Active Directory  RADIUS ~ Alets ~ Remediation  Schedule
ptions
< [ Enable Authlogics Password Vauit
Enforce random rd wher Requires DC Agert)
Randonmise AD Passwords every: days | Run Now
[ Require private mobile phone numbers
AD Passthrough Authentication
[ Enable Active Directory Passthrough Authentication
Browse
AD Custom Attribute Lookups
[ Addtional Usemame -
[ Secondary email address: .
Goea ||

(2) Update the group policy settings:
a.
for logon: Enabled

Enabled Passwordless functionality to remove the Active Directory password

1= Group Policy Mansgement Editor

Fille Action \View Help

e a@m 2 HE T

=] Authlogics Desktop Agent [SERVER.AUTHLOGICSDEMO,COM] Policy
~ ¢ Computer Configuration
~w [ Policies
» [ Software Settings
5 [ Windows Settings
~ [ Administrative Templates: Policy definitions (ADMX files)
> [ Control Panel
> [ Network
1 Printers
[ Server
> 7] Start Menu and Taskbar
> [ System
> [ Windows Components
v [ Classic Administrative Templates (ADM)
~ [ Authlogics
> || Authlogics Windows Desktop Logon Agent
T Al Settings
5 [ Preferences
v, User Configuration
> [ Policies
» [ Preferences

< >

Enable Passwordless functionality to  Setting

remove the Active Directory ) security
password for n N
fogo [1 Offline Logon
Edit policy setting A [ Server Configuration
[ Timing

Requirements:
Authlogics Windows Desktop
Logen Agent 3.1

|iz| Deviceless OTP Authentication Provider
Enable the 'Send me a Token' link

Description:
This policy setting removes the
Active Directory password from
the Windows logen screen
allowing users to logon with only
a Username and One Time
Passcode.

] Use legacy version 3.x Authlogics Authentication Servers

If you enable this policy the
Windows Desktop Logon Agent
will not ask for an AD password
when a user logs on; unless there
is no passwerd available in the
Password Vault.

v

If vou disable or do not configure

2] Allow Username and Password logans for non-Authlogics u...

Enable Passwordless functionality to remove the Active Dire...

State

Enabled
Mot configured
Not configured

Enabled
Mot configured

Extended /{ Standard /

5 setting(s)

(3) Ensure the GPO settings are applied to the PC by running GpupDATE /FORCE
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(4) Reboot the workstation and logon as the test user - note that there is no password
option available:

SPAWN\administrator

(5) On first attempt the login will fail if there is no password in the vault. The password
option will automatically appear the 2" time around.

Switch user

(6) After the login the password will be saved to the vault and can be seen on the user
account on the server:

Administrator Properties X

General AD Password | Token Devices Emergency Overide  PlNgrid

Reset Password

Reset the user's password in Active Directory and update it in the
Password Vaul, f enabled.

New Password

Confirm Password:

Server Password Vault
User has AD Password stored in Server Passwrd Vautt: Yes

Randomise Password

[ Randomise Password every 0 days

Concel | [

@ UK/EMEA: +44 1344 568 900 | sales@authlogics.com | US: +1 408 706 2866
Page 9



