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Introduction

Authlegics

The Authlogics Self Service Portal is a simple website which allows you to do simple tasks
yourself without having to get help from the IT team. You can:

e Setup your own mobile phone, tablet or PC so that it can be used as a multi-factor
token - add up to 10 of them.
e Update your PINgrid pattern, PINpass PIN code and answer the PINphrase security

guestions.

e Change your Mobile / Cellular phone number.
e Evenreset and unlock your network (Active Directory) password.

Tip: Some of these features may have been disabled by your IT team.

Your Welcome

When you are first enabled to use Authlogics, you should receive a welcome email (or print-
out) containing your initial logon information and a link to the Self Service Portal. If you do not
have the welcome information, please contact your IT team.

File Message  Help

]m[ Delete v [ Archive EJ;I Move v

PINgrid Token login details

Phillip Nicklos
To Phillip Nicklos

Action ftems

Q@ Tell me what you want to do

PINgrid Token login details - Message (HTML)

) Reply &) Reply Al —> Forward | [ Tokens v | & Markunread BRv M v B L Find
~

<) Reply %) Reply All

*PRIVATE AND CONFIDENTIAL - PLEASE READ IN PRIVATE *
To: Greg Norman
Email: gregn@authlogicsdemo.com

An Authlogics user account has been created for you along with a PINgrid Pattern. This
Pattern has been uniquely created specifically for you - much like your frst password
You will use your Pattern to prove your identity when you log onto web portals or
applications which display the PINgrid logo

Here is your new Pattem - please change it to something only you will know and
remember.

Your user account name is: gregn
APINgrid grid will be provided to you via an app on your mobile device.

Your pattern is the following

You can change your Pattern at any time you like using the Seif Service Portal at this
link: hitps: Mocalhost: 14443

What is a One Time PIN (OTP)?

AOne Time PIN (OTP) is typically a short sequence of numbers, similar to a PIN,
however you don't have to remember anything and the numbers change every time you
useit

How to use your Pattern to get your One Time PIN

Using your Pattern is simple. When you need to logon and you are shown a PINgrid
grid, simply look at each square in the grid in the order that matches your Patter. Each

Q Zoom Eﬂ Custome

> Forward
Wed 29/04/2020 14:14

+ Get more add-ins
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Your first logon

Click the link in your welcome email to access the Self Service Portal.
Enter your Username and Passcode and click Sign in.

Tip: You can get your login details by using the information in the welcome email.

a‘\=3‘|0 https://primarydc fresh.com:14443/1c © ~ @ €& H @ Authlogics Self Service Portal x‘ | A N ]

oo [ -

1] 5] - I
1 5| s I

Username
gregn

Passcode

I I

Change authentication type

View User Guide
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Updating your account

Changing your phone number

To change your Mobile / Cellular phone number, reset your password or unlock your account,
select Account from the menu.

- O X
a‘f?'“') https.//primarydc fresh.com:14443/2 O ~ @ & H € Authlogics Self Service Portal * ‘ ‘ e 8@
~
A thl . AUTHLOGICS SELF SERVICE PORTAL
U ®QICS Greg Norman (gregn) &
9 Account
OPTIONS
m Enter the number used to deliver text / SMS messages to your phone.
PINgrid settings Use international dialing code format, e.g. "+44 700 123 4567".
PINphrase settings
Mobile / Cellular Number
PINpass settings
+44759136XXXX
Devices
MORE
View User Guide
Logout To reset your Windows password, enter your new Windows password in each box below.
Password Confirm
New password Confirm password
To unlock your Windows account, click the Unlock button.
v

To change your phone number, enter your new number and click Save, and if successful, the
following message will be displayed:

Your Mobile / Cellular phone number was updated successfully.
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Resetting your password

To reset your network password simply enter your new password in both password boxes.

A popup balloon may appear which help guide you through choosing a new password which
meets the company policy and is secure. Once all the items in the balloon have green ticks you
know your new password is safe to use.

If you choose a bad password:

Te ) ) jour new Windows password in each box below.
X Not previously compromised

Pa__.__ o Confirm

[ asssesee LAl L L)

If you choose a good password:

T¢ iour new Windows password in each box below.
v Not previously compromised

Pa__..__ L Confirm

[ 2000000000 20800000

Click Reset to save the new password, and if successful, the following message will be
displayed:

Your Password was updated successfully.
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Unlocking your account
If your network account has been locked out you can unlock it yourself instead of waiting for
your IT team to do it for you.

To unlock your Windows account, click the Unlock button.

Simply click Unlock, and if successful, the following message will be displayed:

Your account was unlocked successfully.
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Changing your PINgrid pattern

To change your PINgrid pattern, select PINgrid settings from the menu.

On thefirst grid, click the squares you will use for your new pattern. Then click the same
squares on the second grid to confirm your new pattern.

e"\%:"@ hitps://primarydcfresh.com: O -~ & & || ) Authlogics Seff Service Portal % | | Wy 8@
. AUTHLOGICS SELF SERVICE PORTAL
Authlogics PINgrid settings Greg Norman (gregn) 4
OPTIONS
Account

To set a new pattern, click the squares matching your pattern in the first box below, and again in the second.

PINgrid settings

PINphrase settings
PINpass settings

Devices

MORE

View User Guide

Logout
Save Clear

Click Save to apply the changes, and if successful, the following message will be displayed:

Your Pattern was updated successfully.
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Setting your PINphrase answers

To answer the PINphrase questions provided by your IT team, select PINphrase settings from
the menu.

To add or update your answers, click Edit. Highlight the question you wish to answer and type
in your answer.

Tip: Spaces are not counted as a letter, so multiple word answers will be treated as a single
word.

Q(_'ﬁ?)\@ hitps://primarydc fresh.com: O ~ @ € ||eAuthIogiGSe\fSewice Portal x| | e 5@

AUTHLOGICS SELF SERVICE PORTAL

PINphrase settings

Greg Norman (gregn) 14

Authlegics

OPTIONS
Account

PINgrid settings Question / Answer

PINphrase settings What is your Codeword? cashewnuts
PINpass settings What is your favourite sports team? salesharks

Devices What is your favourite subject at school?

MORE What is your mothers maiden name?

View User Guide .
What is your first employer? authlogicsdemo

Logout

Click Save to apply the changes, and if successful, the following message will be displayed:

PINphrase answers have been successfully updated.
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Changing your PINpass PIN code

To change your PINpass PIN code, select PINpass settings from the menu.

Enter your new PIN code in both PIN boxes.

e"\:?;"a https://primarydc fresh.com: O ~ @ & || ) Authlogics Seff Service Portal % | | HirE@

AUTHLOGICS SELF SERVICE PORTAL

Authlagics PINpass settings

Greg Norman (gregn) A%

OPTIONS

Account
Enter your new Pinpass PIN in each box below and click the Save button.
PIMgrid setiings

PIN
PINphrase settings

PIN
PINpass settings

. confirm
Devices
Confirm PIN
MORE
View User Guide
Logout

Click Save to apply the changes, and if successful, the following message will be displayed:

Your PIN was updated successfully.
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Setup your own mobile device

The first step is to install the Authlogics Authenticator app. The app is available on the following
online stores as a free download:

£ Available on the |’ GETITON Get it from El[l_‘lfnfl.ln Available at
@& App Store GooglePlay | =M Microsoft | =)} amazon

Tip: When installing the Authlogics Authenticator app please ensure that the device’s clock
and time zone are correct otherwise you may not be able to logon with the app.

Installing the app from the Apple App Store

Open the App Store app and search for “Authlogics Authenticator”. Tap INSTALL to begin.
Tap ACCEPT to give the app access to your device, then the install will complete. When
finished, tap OPEN.

Step 1-Tap INSTALL to download and Step 2 - Tap Open when

install the app. installed to launch the app
and select OK to allow
access to the device’s

camera.

14:579
< Search

wll T @) 14:57 9

{ Search { Tokens  Authenticator Setup
Authlogics
(1] 9
oo Authenticator
==L‘< Authlogics
om
5@ @ o
E 0
4+ = ﬁ..J
Press 'Scan QR Code' to start setting up your
What's New Version History device. If you dont have a QR code to scan,
select Manual Setup instead.
Version 2.1.3
. . . . “Authenticator” Would Like to
Fixes art1 :)ssue wl;ere sorr;le profile |r:.formanon Access the Camera
mayinolhe:saveg conectly:oncreanon: Access the camera to scan QR Codes
Preview Don't Allow OK

Scan QR Code

Manual Setup
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https://itunes.apple.com/gb/app/authlogics-authenticator/id1113942550
https://play.google.com/store/apps/details?id=authlogics.softToken
https://www.microsoft.com/en-gb/store/p/authlogics-authenticator/9nblggh4nlr4
https://www.amazon.com/authlogics-authenticator/dp/B06XNJNVG1/
https://appworld.blackberry.com/webstore/search/PINgrid

Authlegics

Running the app for the first time

On thefirst run, the Authlogics Authenticator will ask you which authentication type you have
been set up for, you will know this from your welcome email. Once loaded you will need to get
your unique Device ID so you can add it into the Self Service Portal later.

Step 1 - Setup the Step 2 - Open the SSP, select Step 3 - Tap Scan QR Code
authenticator by Scanning  Add Device and select the and scan the QR Code.
a QR Code or through a appropriate device type (see
manual setup. Adding your device to your
account).

14:57 9 15:00 7

{ Tokens  Authenticator Setup < Back Scan QR Code

fa:a?

G
Press 'Scan QR Code' to start setting up your

device. If you dont have a QR code to scan,
select Manual Setup instead.

Scan QR Code

Manual Setup
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Step 4 - Setup is now Step 5 -Tap Finish. Your
complete. Add the displayed  device is now provisioned for
Id into SSP Device Id. use with Authlogics

15:004

{ Back Complete Setup

B
© B
B
B
o

evice setup is complete. Please copy the
Device Id below into the web page containing
the QR code.

5739 9722 52112427
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Configuring your App

Authlegics

Once installed, the App behaviour can be customised by modifying the settings. Select Settings

and turn on or off:

e Biometrics

e OneTime Code Copy

e Transaction Verification
e Show PINgrid

e Show PINpass

The Device Id can be accessed from within settings if required.

Q UK/EMEA: +44 1344 568 900 | sales@authlogics.com | US: +1408 706 2866

15:01+7

< Tokens Settings

APP SETTINGS

Use Face ID

One Time Code Copy

866

Transaction Verification
Device ID 573997225211 2427

Copy Device Id

TOKEN SETTINGS

Show PINgrid

Show PINpass D
Remote Seed

ADVANCED SETTINGS

Support
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Adding your device to your account

To add a mobile device to your account, select Devices from the menu.

Click Add Device

e'f‘ I?.‘"Q https://primarydc fresh.com: 0 = @& & || ) Authlogics Self Service Portal % | |

AUTHLOGICS SELF SERVICE PORTAL

Authlogics

Greg Norman (gregn) A%

Devices
OPTIONS
Account

Download Authlogics Authenticator on your device, then click Add Device to get started.
PINgrid settings To modify a device, click the Device Id in the table below.

PINphrase settings

. Device Id Device Type Enabled
PINpass settings
Devices .
Add Device Remove
MORE
View User Guide EEp ] Get it from
* Google Play B Microsoft
Logout

Choose the type of device you installed the app onto, e.g. Android.

e‘_ ‘9 https://primarydc fresh.com: O ~ @ & || ) Authlogics Self Service Portal % | |

Add Device

Select the type of device.

Android

Apple (iPhone/iPad/iPod)
Yubikey

Windows Desktop
Windows Store

15
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Enter the Device ID from App on the device and click Add. If successful, the new device will be
visible under devices.

To apply the configuration to your mobile phone app, use the QR Scan option in the app and
scan the QR code displayed in the Self service Portal.

Q' =, ‘Q https://primarydc.fresh.com: O ~ @& & || ) Authlogics Self Service Portal % | |

Add Device

1.Download Authlogics Authenticator for Android devices from Google Play and scan
the QR Code below when prompted by the App.

2, Once the QR Code is scanned, enter the device Id displayed by the App.

l 1234567890123456 X ]

Your device is now ready for use a multi-factor authentication token for your Authlogics
account.

e' 7\ ‘Q https://primarydc.fresh.com: 0 ~ @& & || ) Authlogics Self Service Portal % | |
)
A thl . AUTHLOGICS SELF SERVICE PORTAL
U (-)g|c5 D . Greg Norman (gregn) A%
evices
OPTIONS
Account
PINgrid settings Your device has been added successfully
PINphrase settings
Download Authlogics Authenticator on your device, then click Add Device to get started.
PINpass settings To modify a device, click the Device Id in the table below.
Device Id Device Type Enabled
MORE
View User Guide [} 1234567890123456 Android Yes
Logout .
Add Device
GETITON £ Available on the Get it from
* Google Play . App Store M Microsoft
[¥]

16
o UK/EMEA: +44 1344 568 900 | sales@authlogics.com | US: +1408 706 2866



